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Figure 11.8b. COSTS OF POOR QUALITY AND PRO D UCTIVITY: Ser vice Industr ies

EM9005a: Ne w Yo rk Times, Janu ary 16, 1990, page s A1, A24 and A25

Co mpu ter Fai lu re Disrupt s A.T.&T. Long Dis t ance
A new wor r y: is the phone sys tem vul nerable to rog ue progr ams?

By CALVIN SIMS

Mi lli ons of people were unable to make
long-dist anc e calls yest e r day after the Ame -
rican Telephone and Teleg raph Company suf-
fe red a maj or failu r e in the computer pro -
gr am that operates its new long-dist anc e
sw itching equ ipment.

A.T. &T. said about half the long-dist anc e,
in ter nation a l and toll-fre e 800 calls dia led
on its net w ork were not complet e d. Callers
who tried got a busy sig n a l or a recorded
mes sage that the call cou ld not be com-
plet e d becaus e all circuit s we re busy.

Sh ortly after midn ight the company an-
noun ced that the computer problem ap-
peared to hav e been sol ved and that the
sw itching sys tem had been wor king nor-
ma l ly sin ce 11:30 P.M. A spoke sma n, Wal-
ter Murphy, said the company expected the
netwo rk to operate nor mally today, when it
will face a heavy volum e of wor kday calls.

"We hav e put in place some software fixe s
that stabilized the net w ork and con taine d
the problem ," he said. "The root cau se of
the problem is stil l to be inv estig a ted and
deter min ed, but the net w ork shoul d proces s
calls nor mally today ".

Ye s terday’s telephone problems were sprea d
across the cou ntr y. Busin esses needing in-
st ant acces s to places thousands of miles
aw ay had troub le getting throu gh. Rent al
car companies and hotel s repor ted fe wer
re ser vation s than nor mal.

Officia ls noted that the bre a kdown cau sed
fe wer problems than it mig ht hav e, becaus e
banks, gov ernment offic es and many busi-
nesses were clo sed for the holi day hon oring
the Rev. Dr. Mar tin Luther King Jr.

The company said it notic e d the problem
sh ortly after 2:30 P.M. Easter n time. At its
netwo rk operation s cent e r in Bedm ins ter,
N. J., a technicia n who spoke on the con d i-
tion of anony mity des cribed the scene as
"c h aotic and almos t ou t of con trol" as eng i-
ne e rs scr amb led to identify the problem .

By lat e after noon they fou nd it: a fa ilu r e
in the new computer softer ware that expe-
dites the switching of calls from one part of
the net w ork to another. The new sys tem
fin ds the mos t ef fi cie n t path for long-dis-
tanc e calls to trave l ov er the net w ork by al-
lowing the switches to com mun i c ate wit h

each othe r befo re they process the calls.

Engi neers from Bel l Laborato rie s , the tele-
phon e co mpany’s res earch arm, then bega n
wo rk on software that wou ld ove rride the
proble m.

A.T. &T.’s maj or riv a ls, the MCI Commu-
nication s Corporation and the US Sprin t
Commun i c ation s Comp any, als o us e the
new switching technol ogy, but they repor ted
no problems wit h thei r long-dist anc e net-
wo rks yest e r day.

MCI and US Sprin t did say they receiv ed
a flood of calls from custome rs who nor-
ma l ly use A.T.&T. , which con trols abou t 70
perc ent of the long-dist anc e market. A.T.&T.
operato rs ref use d, eve n when aske d, to tel l
subs cribers that they cou ld place thei r calls
with other long-dist anc e carrie rs by dia ling
acces s codes. The operato rs said they did
not know the acces s numbers, and that it
wa s ag ain st company poli cy to provi de in-
fo rmation on a competito r.

The failu r e of the sys tem , which is con sid-
ered the mos t so phis ti c ated tele phone net-
wo rk in the world, raises que s tion s abou t the
vuln erability of the nation’s telephone sys tem
to malfunction s in computer software and
rogue computer progr ams like vir uses and
wo rms. But Daisy Ott mann, an A.T.&T.
spoke swoman, said the failu r e wa s "n ot a vi-
rus or wor m or any thing insid iou s li ke that."

"We know what the problem is, and our
engi neers are in the process of fixi ng it," she
said.

Be cau se of the King holi day, the effects of
the bre a kdown were not as sev ere as they
might hav e been. But there was no sho rtage
of problems. "I cannot call out," said Art
Mo rriston, regio nal duty offic e r fo r the Fed-
eral Avi a t io n Administ r ation in Los Ang eles,
which cov ers air traffic in Califor nia, Ari-
zona, Nev ada and Hawa ii. "I’ve been trying
to call a lot of people." But he added that
air traffic and safety were not affe cted be-
caus e thos e co mmu nication s are by mic r o-
wave transmissio n.

Othe r busi nes s es fare d bett e r. Sharon Gam -
si n, a spoke swoman for the New Yor k St ock
Exchange, said the financia l market was not
hu rt by the net w ork problems eve n thou gh it
us es A.T. &T. , and Roy Berces, com mun i c a-
tion s ma n age r fo r the Pacific Stock Exc h a nge,

said: "Ba sically, the re was min ima l in ter rup -
tion. The net w ork trading sys tem has been
desig ned to take this into con sid eration and
sw itch to an alter native car rie r". In Jap an,
the telephone company KDD repor ted prob -
le ms wit h connection s to the United States
in the mor ning but said they ease d as the
day went on.

‘A ll Circu its Are Busy’

Orie tte Mani, manage r of the Azer Trave l
Ag enc y in Los Ang eles, said her offic e ha d
been havi ng troub le mak ing hot el and air
re ser vation s fo r cli ents. "I’ve been exper i-
encing problems wit h 800 numbers," she
said. "They say all the circuit s are busy".

Kend ra Silve rma n, a spoke swomen for the
Hilt on Ho tel s Corporation, said the corpo -
rate offic es in Los Ang eles were hav ing
troub le placi ng calls but adde d: "I t’s not dis-
rupting busin ess to any ser iou s degree. I’m
able to get throu gh if I’m persi stent enou gh.
It may take 10 calls."

On a nor mal busin ess day, the long-dis-
tanc e netwo rk handle s abou t 80 mil lio n calls.
In the first three hou rs after the problem de-
ve loped, the company said, wel l ov er half the
calls dia led were not conne cted . "I n my 20
ye ars I hav e not seen a  situation that affec-
ted as many cit ies as this ," Bur ke Stin s on, a
co mpany spoke sma n, tol d The Associat e d
Pres s.

A.T. &T. sub scr ibers who find that its ser-
vi ce is unavaila ble can use MCI’s net w ork by
dialing an acces s code, 10222, and then 1, the
area code and the telephone number. US
Sprint’s net w ork can be reache d by dialing
10333. Use rs are charged the same rat e as
the net w ork’s reg ular custome rs, and are bil-
le d throug h thei r local telephone companies.

The new switching sys tem , which is the ap-
pare n t caus e of the problem , is desig ned to
proces s tw ic e as many calls as the previous
syst em, which is now handli ng mos t of the
calls on the net w ork.

A.T. &T. had a sim ilar dis rup tio n in 1988
when a con str uction crew in New Jersey ac-
ci dent ally sev ere d a fibre optic com mun i c a-
tion s li ne. The company had to rerou t e hu n-
dreds of thousands of calls from its net w ork
operation s cent e r in Bedm ins ter, N.J., and
there were maj or delays in ser vic e.
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EM9005b: Struck Dumb by the Incre dib le: 1-800-NOTHING
By JAMES BARRO N

In an age of inst ant co mmu nication, when
entire enc ycl opedias of infor mation are
transmitt e d ov er telephone lin es in min utes
and busin esses cou nt on getting throu gh to
far-flu ng offic es in secon ds, the los s of tele-
phon e se rvi ce is unt hinkable.

Ye s terday, Ame rica thoug ht about it. For
a few hou rs in mid a fter noon, mil lio ns of peo -
ple did what they alw ays do – they dia led
a 1, an are a code and a number. And then,
nothing. Or a mys ter iou s busy sig n a l. Or a
re co r ding sayi ng, "All circuit s are busy".

Su ddenly, the heat was off in tel phone boi-
le r rooms. Operato rs were standing by at
toll-fre e 800 numbers. Fast-talk ing cle rks in
re n tal-car res ervation cent e rs had no one to
quot e pric es of subco mpact s , co mpact s and
full-sized model s to. Infor mation -ret rieval
se rvi ces had huge pileups of infor mation
wa iting to be dis s eminated . Ho m e sh oppers
who want e d to let their fing ers do the walk-
ing cou ldn’t. Long-dist anc e roma n cers were
bl ock ed from babbling their swe et not hings,
but cou ld scr ibble them in lov e le tters sealed
with a kiss. Telem arket e rs, who nev er called
a custome r they didn’t like, cou ld only sit
and wait.

Be cau se calling in was a problem , so was
che cking in. "I can tel l you this is the mos t
se rious thing I’v e se en in ter ms of phone -
se rvi ce problems in the 18 years I’v e been in
the busin ess," said Rober t Sa lmon, an exe cu-
tive of Holi day Inns of Salt Lake City, wit h

300 operato rs.

On the theor y that roomles sness is worse
than phonele ssn ess, Holi day Inns tried to re-
route its East Coa st calls, whi c h no rma l ly go
to a res ervation s cent e r in Nor th Caroli na.
Some of the calls went to Mr. Salmon’s opera -
tion, and othe rs to a sim ilar cent e r in Chi c ago.

Calling out was no easie r. Mr. Salmon
said he was unable to reach the company’s
Memphis hea dqu arters.

"Sometimes you get throu gh and some-
times you don’t," said Lin d a Daroci, the
chief operato r at the Airport Mar rio tt Hot el
near Los Ang eles Int e rnation a l Airport.

Some trave l ag ents complaine d that they
we re getting now here, even thoug h they di-
aled air lin e re ser vation numbers ove r and
ov er. The airli nes realized something was
wrong when the phones sto pped ringi ng.
An Ame rican Air lin es spoke swoman, Mar y
O’Nei ll, said the number of calls coming in
dropped by two -thir ds.

At Britis h Airways , a cle rk, Mike Julia no,
said things became unus u ally quiet bet ween
2 and 4 P.M. in the res ervation s cent e r in
Queens. "At a cer tain poi nt in the after noon,"
he said, "we didn’t get as many calls as we
woul d have gotten nor mally".

The sou nd of no phones’ ringi ng cau sed
so m e wo rry about red ink. A branch man-
ag er for Dia l Amer ica Marke ting in Omaha,
Davi d Haller, tol d The A.P. that if the phone
proble m wa s not rep aired qui ckly, his mag a-
zi ne-subs criptio n co mpany wou ld los e a min i-

mu m of $20,000,"and that’s con ser vative."

Entrepre neurs were not the only ones wit h
phon e hea daches. The only big domestic
sto ry on "The CBS Eve n ing News" last nig ht
wa s abou t how mil lio ns of long-dist anc e cal-
le rs who use the Ame rican Telephone and
Te leg raph Company cou ld not get throu gh.
The only problem wit h cove ring the big
sto ry was the story its elf. Produ c e rs at the
CBS Broadca st Cent e r in Manhatt an cou ld
not get throu gh to news bure aus. Donna
Dees, a CBS News spoke swoman, said the
netwo rk sol ved the problem by switching its
vo ice -co mmu nication lin es to ITT.

Comp u t e rized infor mation -ret rieval ser vi-
ces, whi c h can sum mon items like 10-ye ar-
ol d newsp aper cli ppi ngs or 10-day-old cou rt
de cisio ns, kep t on ret rievi ng infor mation.
Bu t the Lex is and Nex is ser vic es coul d not
send out the mat e ria l fr om their headquar-
ters in Day ton, Ohio.

A custome r-ser vic e repre sent ative, Nicky
Fost e r, said 377 prin ters aroun d the cou ntr y
that were conne cted to telephone lin es were
dea d fo r an hour. The delay stret che d on for
so long that for get ful newsp aper repor ters
tr ying to ret rieve sto rie s they wrote mon ths
ag o fo rgo t what they were trying to ret rieve.

"Unfor tun ately when it’s A.T.&T. , we’r e at
thei r me rc y", said Lin d a Gibbons , Ms. Fos-
ter’s bos s. "Certain things are bey ond our
cont rol ."

The main theme of the article s EM9005a and EM9005b reprint e d in this Fig ure 11.8b is how, in our pre sent technol ogical
socie tie s , the con seque n ces a mist ake in a computer progr am can adversely affect a large number of people.

• Identify situation s, oth er than the telephone sys tem , where the re cou ld be sig n ific a n t adve rse effect(s) from computer
software failu r e; in each case, outli ne the nature of the effect(s) .

• Indicate whet her you con sid er that, in gen eral, software failu r e is of more or of les s conc e rn than hardware fa ilu r e;
br ief ly justify you r assessment.

−− Comp are and con trast the type(s) of pre cau tio ns that can be taken to guard aga inst the two catego rie s of failu r e.

1

Outlin e the steps that you expect A.T.&T. took to che ck the cor rect fun ction ing reliability of its switching software befo re it
wa s in stalled in the 114 switches.

• Explain brief ly whether the failu r e which is the sub ject of this Fig ure 11.8b prov ides strong ev idenc e that thes e che cks
we re inadequate.

• Comp are and con trast the diffic ulties of ens uring cor rect fun ction ing of the switching software (this Figure 11.8b) and that
of artificia l heart valve s (Figure 11.6a on pag e 11 .29) and of con d o ms (Figure 11.7b on pag es 11. 34 and 11. 35).

2

In the sixth parag raph of the middle colum n of the article EM9005b Struck dumb .... reprint e d abov e, Br itis h Airways clerk
Mi ke Julia no is quoted as hav ing said: At a cer tai n poin t in the after noon, we didn’t get as many calls as we wou ld have
go tten normall y.

• Explain brief ly how we usually model number of in-co m ing telephone calls; you r answe r sh oul d in clu de a statement of
the assumptions on whi c h the probability model is base d.

• In lig ht of this stochast i c modelling, what infor mation wou ld Mr. Julia no need to sup ply to provi de a rea son able justific a-
tion for his cla im of a reduced number of calls in the per iod unde r discus sio n.

3

1995 -04 -20

(cont inued)



Un ive rsity of Wat e r loo STAT 221 – W. H. Che rry

#11 .43

Figure 11.8b. COSTS OF POOR QUALITY AND PRO D UCTIVITY: Consumer ..... (continue d 1)

EM9006a: Ne w Yo rk Times, Janu ary 17, 1990, page s A1 and B7

A.T. &T. Pinpoints Cau se of Phone Disrupt ion
By CALVIN SIMS

The Ame rican Telephone and Teleg raph Com -
pany said yest e r day that it had traced the huge
disr uptio n in long-dist anc e se rvi ce that occur red
Mo nday to a single computer progr am that mal-
function ed and caus ed a chain reactio n in the net-
wo rk.

Comp any exe cutiv es said the malfunction oc-
curred in a progr am at a gia n t co mputer switch-
ing station in the New Yor k metropoli tan are a,
causing the computer to send out alarm mes sage s
to othe r sw itching station s.

As a res ult, many of the 114 switching station s
across the A.T.&T. net w ork were essentia l ly fro -
zen, and for much of Mon d ay after noon and
night about half of the nation a l and int e rnation a l
long-dist anc e calls were not conne cted .

By dis clo sing the problem and sayi ng they had
solved it, company officia ls soug ht to allay their
custome r’s con cer ns about the net w ork’s reliabil-
ity. The officia ls also offered busi nes s and resi-
dentia l custome rs some minima l reimbursment
fo r lo sses that may hav e re sul ted from the ser vic e
disr uptio n.

Bu sin esses that rely on the telephone to con duct
thei r affa i rs repor ted that they los t tens of mil lio ns
of dol lars in mis s ed sales when the switching sys-
tem failu r e disr upt e d mos t of the long-dist anc e,
in ter nation a l and toll-fre e 800 calls across the
coun try.

Fo r re sid e n tia l custome rs, the bre a kdown of the
co mpany’s net w ork, whi c h is regarded as the
mos t so phis ti c ated tele phone sys tem in the world,
caus ed conf usi on and frust r ation.

In a meeting wit h repor ters at the company’s net-
wo rk operation s cent e r in Bedm ins ter, N.J., Rober t
Alle n, A.T.&T.’s chair man, said company eng in-
eers wor ked throug h the nig ht to resol ve the prob-
le m and that he doubted that it wou ld occur aga in.

Mr. Allen said that A.T.&T. had receiv ed many
co mplaints about los t reve n ue from busin ess cus -
tome rs who lea s e toll-fre e 800 and outgo ing long-
dist anc e li nes. But he said the company is not li-
able for busi nes s lo sses that res ult from ser vic e
disr uptio ns. He said the company wou ld hon or
se rvi ce agreements that requi re A.T. &T. to pay busi-
ness custome rs $20 or $50, depending on the type
of tol l-fre e se rvi ce, for each bil led lin e that was
ou t of ser vic e.

‘Didn’ t Live Up to Standards’

To con s ole its resid e n tia l and busin ess custo -
me rs who had diffic ulty completing long-dist anc e

calls on Mon d ay, A.T.&T. said that it wou ld seek
permis sio n fr om the Federal Com mun i c ation s
Commis sio n to offer custome rs a day of dis cou nt
calling, comparable to the price cuts offered on
any holi day. Mon d ay was a nation a l holi day com-
memo r ating the bir th of the Rev. Dr. Mar tin Lu-
ther King Jr.

"Eve n thou gh it was a one -time hit to the net-
wo rk, it was cer tainly the mos t far-re aching ser-
vi ce problem we’v e ev er exper ienc e d," Mr. Allen
said. "We didn’t liv e up to our own standards of
qu ali ty. We didn’t liv e up to our custome rs’ stan-
dards of quali ty. It’s as sim p le as that. That’s not
accep table to us."

The net w ork failu r e is a maj or embar rassment
fo r A.T. &T. , the nation’s large s t long-dist anc e car-
rier, whi c h ha s tr ied to differentiat e it s se rvi ce from
that of its competito rs by adver tising the quali ty
and dependability of its net w ork. Telephone in-
du s try analys t s said the long-dist anc e disr uptio n
wa s a maj or blow to the company’s rep u t ation,
and giv es the company’s riv a ls, the MCI Commu-
nication s Corporation and the U S Sprin t Com-
mu nication s Comp any, new firepowe r in their bat-
tle to gain long-dist anc e custome rs.

"The conve n tio nal wid s om among telecom mu-
nication s ma n age rs is that you don’t get fire d fo r
choosing A.T.&T. becau se it has this aur a of invul-
ne r ability", said Frank Gove rnali, an analys t with
First Bos t on. "That wisdom change d ye s terday.
The failu r e of A.T.&T.’s net w ork hel ps giv e the
perc eptio n that the othe r guys can do just as wel l."

MCI, base d in Washington, was qui ck to take
advant age of A.T.&T.’s mis hap. "People are start-
ing to rev i ew whether they want to have their ser-
vi ce wit h only one car rie r", said Kat hle en Keega n,
an MCI spoke swoman. "We are seeing a slig ht
in cre ase in calls from custome rs who want to
sign up or just ask que s tion s."

Richard Firestone, chief of the com mon car rie r
bure au of the Federal Com mun i c ation s Commis-
si on, said that the age n cy had been clo sely mon i-
to ring the situation and was ple ase d that A.T.&T.
ha d acted qui ckly to resto re ser vic e. "The com-
missio n ha s long been encou rag ing competition in
the long-dist anc e in du s try and one of the ration -
ales is that it provi des con sum ers wit h alter native s
in case the re are problems like A.T.&T.’s ,"
Mr. Firestone said. "This situation has served as a
le arning exper ienc e fo r us all."

A.T. &T. said that alt hou gh its operato rs initia l ly
refu sed, eve n when aske d, to tel l subs cribers that
they cou ld place thei r calls wit h ot he r long-dis-
tanc e carrie rs by dia ling acces s codes, the opera -

to rs were lat e r in str ucted to giv e the codes to resi-
dentia l custome rs who reque s ted them .

The telephone company als o said that at the re-
qu est of a busin ess custome r, it att emp ted on Mon -
day to switch the customer’s tol l-fre e 800 ser vic e
ov er to a competito r’s net w ork but that its engi neers
we re unable to make the conne ction. A.T.&T. said
that it had infor med bot h MCI and U S Sprin t of
the diffic ulties it had exper ienc e d on its net w ork.

Proble m is Pinpointe d

The problem tur ned out to be an error writt en
in t o the origi nal progr am that inst ructs the swit-
ching computers whe re to rou t e the telephone
calls. A.T.&T. computer scie n tis t s wrot e the pro -
gr am , which finds the mos t ef fi cie n t path for long-
dist anc e calls to trave l ov er the net w ork. The com -
pany said that the progr am ha d been ins talled in
all of its switching station s and that the re had
been no maj or problems wit h it until Mon d ay.

Comp any officia ls said that the malfunction
coul d have occur red at any of the switching sta-
tion s and that they did not know yet why it occur-
re d in New Yor k. But onc e it did, it cau sed all
the other progr ams to start gen erating the alarm
signals.

Once the problem was pinpoin ted, A.T.&T. offi-
ci als said, they were able to ove rride the problem
prog ram wit h on e that was error-fre e. They said
it wou ld be sev eral days before they wou ld hav e a
perman ent solu tio n to the problem .

Aske d if the company was cer tain that the prob-
le m wa s not cau sed by a rog ue computer progr am
li ke a vir us or wor m plant e d by a computer
hack er, Walter Murphy, an A.T.&T. spoke sma n,
said, "We can’t cat egor ically rule it out but we re-
ma in confid e n t that it was not sabot age that cau sed
this dis rup tio n."

The switching problem occur red at about 2:25
P. M. on Manday and was resol ved at about 11:30
P. M. The gia n t tele phone company said that of
the 148 mil lio n calls that were dia led on its net-
wo rk Mon d ay, about 56 percent, or 83 mil lio n calls
we re complet e d.

One company, Idelm an Telem arketing Inc.,
base d in Omaha, estim ates that it los t $65,000 to
$75,000 in ser vic e reve n ue when mos t of its out-
go ing long-dist anc e tele phone lin es crash ed, forc-
ing it to send about 800 ser vic e repre sent ative s
home early for the day. Idelm an, one of the na-
tion’s large s t market e rs of produ cts by telephone,
estim ated that its cli ents los t $100,000 to
$200,000 in merchandise sales.

In the secon d paragr aph of the middle colum n of the article EM9006a reprint e d abov e on this pag e 11 .43,, Mr. Allen, A.T.&T.’s
chair man, is quoted as hav ing said: We didn’t live up to our own sta n dar ds of qua lity. We didn’t live up to our custom ers’
sta n dar ds of qua lity.

• What do you infer Mr. Allen means by qu ali ty in thes e two stat ements? Brief ly justify you r in terpret ation(s).

• Do Mr. Allen’s meaning(s) of quali ty inv olve re d uce d variation (e.g., as in Fig ure 11. 3a on pag es 11.11 to 11.1 4)? Exp lain
br ief ly.
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EM9006b: A Superhuman Col lapse – A.T.&T.’s Troub les Show

Ho w Co mpu ter s De fy Under sta n ding Eve n Wh en They Fai l
By JOHN MARKOFF

The failu r e of Ame rican Telephone and Tele-
gr aph Comp any’s long-dist anc e sw itching
syst em on Mon d ay is a war ning of the trou-
bling vul nerability of the nation’s complex
co mputer net w orks to unpredictable bre a k-
downs, eit her accid e n tal or deliberate, com-
puter scie n tis t s said yest e r day.

The computer sys tems that inc rea singly con -
trol telephones, bank cash machin es, ele ctr ic
powe r and othe r routin e daily necessit ies are
gr owing so complex that they defy hum an
un d erstanding, thu s ma king it all but impos -
sible to pre dict all the ways they mig ht fail.

"When you hav e an ext rem ely complex sys -
tem, there can be ver y si mple hidden failu r e
modes that nobody has any idea about," said
Peter Neuma nn, a computer scie n tis t at SRI
Inter nation a l who has studied risk s involved
in desig n ing complex computer sys tems.

The innat e peril of this computer com -
plex i ty was hig hlig hted by the A.T.&T. bre a k-
down becau se the telephone company’s swit-
ching net w ork was desig ned with exactly this
kind of bre a kdown in min d. Eve n thou gh
the sys tem was created to preve n t any single
fa ilu r e fr om incapacitating the nation’s tele-
phon es, that is what hap pen ed.

Tr acing the Pro ble m

The telephone company’s sys tem has been
cited as evi denc e that ext rem ely complex
co mputer sys tems can be vir tually flaw les s.
Inde e d, some computer and mili tar y ex per ts
beli eve that a space -base d anti-mis sile sys-
tem compose d of thousands of independent
senso rs and computers cou ld act reli a bly.

Late yest e r day, A.T.&T. officia ls said they
ha d traced the problem to a fau lty prog ram
running on a computer that det e rmines
which pat h a long-dist anc e call takes. The
fau lty prog ram , a new versi on of the switch-
ing software, sent a swarm of ove r loa d

alarms to other computers in the net w ork,
causing wid e spre ad conge s tion.

The computer net w ork shoul d have respon-
de d by finding alt e rnative rou t es for the calls;
in stead, about half the long-dist anc e calls en-
de d in busy sig n a ls or recorded mes sage s fo r
nine hou rs Mon d ay after noon and eve n ing.

A.T. &T. has stil l not exp lain ed why the sys -
tem faile d to compens ate for the failu r e of a
si ngle component, but the failu r e is seen as
troub ling evi denc e of how vul nerable tech-
nology-base d syst ems are to eve n slig ht dis-
ruptio ns.

Ro gue Pro gram is Recalle d

This vul nerability was hig hlig hted in an-
ot he r way in Nov ember, 1988, when a lon e
gr a duate student disabled a nationwide com-
puter net w ork use d by mili tar y in stallation s,
re search cent e rs and unive rsit ies by ins ert-
ing a rog ue progr am that copie d it self wil dly
throug hou t the sys tem .

A.T. &T. said yest e r day it does not believe
it s long-dist anc e netwo rk was a victim of
sabotage.

In 1980, an exper iment al co mputer dat a net-
wo rk called Arpan et that ser ved as the basis
fo r the net w ork that now con trols A.T.&T.’s
tele phone netwo rk faile d un expectedly. Af-
ter wards , it s desig ner det e rmine d that a fail-
ure of a sma l l electron i c ci r c uit in a single
co mputer coup led with a sma l l software de-
sign error, pro pagat e d in stantly throu gh the
netwo rk, sto pping it ins tantly.

"I t may tur n ou t that something sim ilar
happen ed here," said Jon athan Jacky, a Uni-
ve rsity of Washington computer scie n tis t.
"Bo th net w orks were sup pos ed to hav e in tel-
lig enc e that pre clu ded a single failu r e fr om
causing a net w ork crash."

In another exa mple, in 1987, computer de-
sign ers at TRW Inc., a large gov ernment con -
tract or, were surpris ed to find that a compu -

ter net w ork they had str ung tog ether in Eu-
ro pe for a United States int ellig enc e ag enc y
wa s ex h ibiting strang e, unpredictable beh av-
iour. On clo se exa m ination, the engi neers
discov ere d nothing wrong wit h the desig n of
the sys tem , which linke d hu ndreds of com-
puters as par t of a milit ary dat a co mmu ni-
cation s netwo rk.

They later said they suspect e d that they
we re conf ron ted with the mat hem ati c a l con-
cept called chaos , a way of des cribing oth-
er wise unpredictable manma de and natural
phen omena li ke tur b ule n ce in rapidly mov-
ing wat e r or in the atmosphere.

A.T. &T.’s manage rs said they first became
aw are that something was wrong Monday
when a gia n t map of the United States on
the wall of the company’s net w ork opera-
tion s cent e r in Bedm ins ter, N.J., bega n lig ht-
ing up at 2:25 P.M. The lig hts were mes -
sage s fr om the computers that rou t e long-dis-
tanc e phon e calls that they were ove r loa ded .
The troub le mes sage s , which are displaye d vi s-
ually on the board, cas caded across the map.

‘Just Seeme d to Hap pen’

"I t ju s t se eme d to happen," ’said Wil lia m
Leach, manage r of A.T.&T.’s net w ork oper-
ation s cent e r. "Poof, the re it was."

Also yest e r day, net w ork desig ners at MCI
Corporation said that they may hav e ex per i-
enc e d a sim ilar but les s signific a n t proble m
than A.T.&T.’s when lig htning str uck one of
it s co mputer ized long-dist anc e sw itching
cent e rs in Ft. Lauderdale, Fla . The str ike
disabled a net w ork com mun i c ation switch
and jamme d fiv e of the company’s sig n a l
transfe r-poin t co mputers. But the sys tem
wa s able to handle the outage, successfully
routing calls aroun d the troub led are as.

MCI exe cutiv es said they had ins talled a
ve rsi on of the same software that cau sed the
A.T. &T. failu r e, known as Sig n a ling Sys tem
7, last April.

Ne ws

Analys is

St ate the defi nit ion s of in dep enden ce as the ter m is applie d in probability theor y to even t s and to ra n dom variables.

• Comp are and con trast th ese us es of in dep enden ce with that in the phrase .... indep enden t se nso rs .... near the end of the
fifth parag raph of the article EM9006b Su perhuman Col lapse reprint e d abov e.

5

A recur rent theme of the article Su perhuman Col lapse reprint e d abov e is the pos sib i lity of malfunction of large computer
syst ems in unfores een ways as a con seque n ce of their ext rem e leve l of complex i ty. Outli ne the unde r lyi ng rea son(s) for this
phen omen on.

• The cap abilit ies of the hum an brain appear to mim i c so m e of the charact e ris ti cs of large computer sys tems. On the ba-
si s of you r ow n ex per ienc e, indicate briefly how far this analog y is valid wit h re spect to brain malfunction(s) in unex-
pect e d ways ; ma ke it cle ar in you r answe r what aspect(s) of you r ex per ienc e you draw upon.
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