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EM9006b: A Superhuman Col lapse – A.T.&T.’s Troub les Show

Ho w Co mpu ter s De fy Under sta n ding Eve n Wh en They Fai l
By JOHN MARKOFF

The failu r e of Ame rican Telephone and Tele-
gr aph Comp any’s long-dist anc e sw itching
syst em on Mon d ay is a war ning of the trou-
bling vul nerability of the nation’s complex
co mputer net w orks to unpredictable bre a k-
downs, eit her accid e n tal or deliberate, com-
puter scie n tis t s said yest e r day.

The computer sys tems that inc rea singly con -
trol telephones, bank cash machin es, ele ctr ic
powe r and othe r routin e daily necessit ies are
gr owing so complex that they defy hum an
un d erstanding, thu s ma king it all but impos -
sible to pre dict all the ways they mig ht fail.

"When you hav e an ext rem ely complex sys -
tem, there can be ver y si mple hidden failu r e
modes that nobody has any idea about," said
Peter Neuma nn, a computer scie n tis t at SRI
Inter nation a l who has studied risk s involved
in desig n ing complex computer sys tems.

The innat e peril of this computer com -
plex i ty was hig hlig hted by the A.T.&T. bre a k-
down becau se the telephone company’s swit-
ching net w ork was desig ned with exactly this
kind of bre a kdown in min d. Eve n thou gh
the sys tem was created to preve n t any single
fa ilu r e fr om incapacitating the nation’s tele-
phon es, that is what hap pen ed.

Tr acing the Pro ble m

The telephone company’s sys tem has been
cited as evi denc e that ext rem ely complex
co mputer sys tems can be vir tually flaw les s.
Inde e d, some computer and mili tar y ex per ts
beli eve that a space -base d anti-mis sile sys-
tem compose d of thousands of independent
senso rs and computers cou ld act reli a bly.

Late yest e r day, A.T.&T. officia ls said they
ha d traced the problem to a fau lty prog ram
running on a computer that det e rmines
which pat h a long-dist anc e call takes. The
fau lty prog ram , a new versi on of the switch-
ing software, sent a swarm of ove r loa d

alarms to other computers in the net w ork,
causing wid e spre ad conge s tion.

The computer net w ork shoul d have respon-
de d by finding alt e rnative rou t es for the calls;
in stead, about half the long-dist anc e calls en-
de d in busy sig n a ls or recorded mes sage s fo r
nine hou rs Mon d ay after noon and eve n ing.

A.T. &T. has stil l not exp lain ed why the sys -
tem faile d to compens ate for the failu r e of a
si ngle component, but the failu r e is seen as
troub ling evi denc e of how vul nerable tech-
nology-base d syst ems are to eve n slig ht dis-
ruptio ns.

Ro gue Pro gram is Recalle d

This vul nerability was hig hlig hted in an-
ot he r way in Nov ember, 1988, when a lon e
gr a duate student disabled a nationwide com-
puter net w ork use d by mili tar y in stallation s,
re search cent e rs and unive rsit ies by ins ert-
ing a rog ue progr am that copie d it self wil dly
throug hou t the sys tem .

A.T. &T. said yest e r day it does not believe
it s long-dist anc e netwo rk was a victim of
sabotage.

In 1980, an exper iment al co mputer dat a net-
wo rk called Arpan et that ser ved as the basis
fo r the net w ork that now con trols A.T.&T.’s
tele phone netwo rk faile d un expectedly. Af-
ter wards , it s desig ner det e rmine d that a fail-
ure of a sma l l electron i c ci r c uit in a single
co mputer coup led with a sma l l software de-
sign error, pro pagat e d in stantly throu gh the
netwo rk, sto pping it ins tantly.

"I t may tur n ou t that something sim ilar
happen ed here," said Jon athan Jacky, a Uni-
ve rsity of Washington computer scie n tis t.
"Bo th net w orks were sup pos ed to hav e in tel-
lig enc e that pre clu ded a single failu r e fr om
causing a net w ork crash."

In another exa mple, in 1987, computer de-
sign ers at TRW Inc., a large gov ernment con -
tract or, were surpris ed to find that a compu -

ter net w ork they had str ung tog ether in Eu-
ro pe for a United States int ellig enc e ag enc y
wa s ex h ibiting strang e, unpredictable beh av-
iour. On clo se exa m ination, the engi neers
discov ere d nothing wrong wit h the desig n of
the sys tem , which linke d hu ndreds of com-
puters as par t of a milit ary dat a co mmu ni-
cation s netwo rk.

They later said they suspect e d that they
we re conf ron ted with the mat hem ati c a l con-
cept called chaos , a way of des cribing oth-
er wise unpredictable manma de and natural
phen omena li ke tur b ule n ce in rapidly mov-
ing wat e r or in the atmosphere.

A.T. &T.’s manage rs said they first became
aw are that something was wrong Monday
when a gia n t map of the United States on
the wall of the company’s net w ork opera-
tion s cent e r in Bedm ins ter, N.J., bega n lig ht-
ing up at 2:25 P.M. The lig hts were mes -
sage s fr om the computers that rou t e long-dis-
tanc e phon e calls that they were ove r loa ded .
The troub le mes sage s , which are displaye d vi s-
ually on the board, cas caded across the map.

‘Just Seeme d to Hap pen’

"I t ju s t se eme d to happen," ’said Wil lia m
Leach, manage r of A.T.&T.’s net w ork oper-
ation s cent e r. "Poof, the re it was."

Also yest e r day, net w ork desig ners at MCI
Corporation said that they may hav e ex per i-
enc e d a sim ilar but les s signific a n t proble m
than A.T.&T.’s when lig htning str uck one of
it s co mputer ized long-dist anc e sw itching
cent e rs in Ft. Lauderdale, Fla . The str ike
disabled a net w ork com mun i c ation switch
and jamme d fiv e of the company’s sig n a l
transfe r-poin t co mputers. But the sys tem
wa s able to handle the outage, successfully
routing calls aroun d the troub led are as.

MCI exe cutiv es said they had ins talled a
ve rsi on of the same software that cau sed the
A.T. &T. failu r e, known as Sig n a ling Sys tem
7, last April.
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