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About “her emails”

During the 2016 US presidential election campaign, Hillary Clinton's emails were the source of much debate and
controversy - and may have played a decisive role in her defeat by Donald Trump. Christopher Salahub and
Wayne Oldford have built a tool to analyse the contents of her private server. What more can we learn?

he 2016 US presidential election was one of the
maost contentious in history, and a major political
flashp was the exi e and ible content
of Hillary Clintor's private email server. This
dogged her bid for the White House, and was doubtiess a
contributing factor in her defeat by Donald Trump.

Clintors use of a private server, while serving as
Secretary of State from 2009 to 2013, was revealed during
Congressional investigation of an attack on US govemment
facilities in Benghazi, Liya. The attack, which took place on
1112 September 2012, left four Amesicans dead, prompting
ariticism of the State Department’s - and Clinton's - handling
of the stuation. An FBI investigation into the email server
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followed and subsequently ended only two days before
election day. In that time, Clinton's political opponents took
fulll advantage of the email controversy; Trump in particular
used it as a basis to label his opponent “crooked”.

There are of course genuine and valid concemns about 3
senior official using a private email server. Questions we
might ask include: Were all government-related emaids
preserved for the historical record? Who corresponded with
the Secretary of State, and on what topics? Were dassified
documents shared with anyone having insufficient security
clearance o see them?

As statisticians, we might be able to help answer such
questions. All emaits turned over by Clinton’s team from
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S
The Emails

= Roughly half of all emails from clintonemail.com
(Registered January 13, 2009)

= Other half irrevocably deleted
= A corpus of 32,795 documents as of May 2018

= Emails and attachments
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Getting the Emails

= Released by the State Department (FOIA request)
= Processed from PDF to HTML by Wikileaks

= Wikileaks HTML extracted and processed

& C @ https://www.wikileaks.org/clinton-emails/ w

‘WlleeakS Leaks News About Partners Search Q  shop E

Hillary Clinton Email Archive

On March 16, 2016 WikiLeaks launched a searchable archive for
over 30 thousand emails & email attachments sent to and from
Hillary Clinton's private email server while she was Secretary of
State. The 50,547 pages of documents span from 30 June 2010
to 12 August 2014. 7,570 of the documents were sent by Hillary
Clinton. The emails were made available in the form of thousands
of PDFs by the US State Department as a result of a Freedom of
Information Act request. More PDFs were made available on
February 29, 2016, and a set of additional 995 emails was
imported up to February 2, 2018.

Search by Terms in Email Search by Email-ID

You can use boolean operators to search emails.
(Example: syria libya will show results containing both words. syria | libya will
show results with either words, while syria !libya will show results containing
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Hillary Clinton Email Archive
Back to the

rch

View email View original PDF Share doc

THE SPEECH

» Header

= Subject, email addresses,
date and time

A 4

From: Huma Abedin

To: Huma Abedin

Date: 2010-12-02 12:02
Subject: THE SPEECH

= Body

= Email content

C. Salahub: About "Her Emails"

UNCLASSIFIED U.S. Department of State Case No. F-2014-20439 Doc No. C05776604 Date: 08/31/2015

RELEASE IN PART
B6

From: Huma Abedin <
Sent: Thursday, December 2, 2010 7:02 PM

To: H; 'abedinh@state.gov'

Subject: Re: The speech

Ok. No problem.

We leave at 10:45. They will be here 9:45.
Brief at 10:15 with jeff etc.

Original Message
From: H

To: Huma Abedin; 'abedinh@state.govi <abedinh@state.gov>
Sent: Thu Dec 02 19:00:24 2010

Subject: The speech

I will need to see Jake and Megan in the am an hour before we leave.
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Term frequency

FOIA redaction codes

» TF-IDF (term “importance”)

= Official travel schedule

<« CcC a

nttps/foia.state.gov

Virtual Reading Room Documents Search Results

Clinton_Email returned 35575 resuits.

)

3| Page: 1 of 1778 Jump.

POF Viewer

LT 13/ 20 Y »  Select:

View

Combine | Downioad 7

UNCLASSIFIED U.S. Department of State Case No. F-2014-20439 Doc No. C05785530 Date: 01/29/2016

RELEASE IN PART
B1,1.4(D)

Subject:

Camarnn ralled ma hustariral

Sullivan, Jacob J <Sullivan))@state.gov>
Monday, May 16, 2011 3:11 PM
H

Fw: Senator Kerry has requested to speak with Secretary Clinton
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That ic likaly what karnsie 1:4(D)
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Home  Historical Documents

Home © Department History

" HISTORIAN

Presidential and Secretaries Travels Abroad

RELEASE IN PART

B1,1.4(D)

CE OF

Department History

Hillary Rodham Clinton

Country Locale
Japan Tokyo
Indonesia Jakarta

Remarks

Met with Foreign Minister
Nakasone,

Met with Foreign Minister Wirajuda
and ASEAN Secretary General
Pitsuwa.

e to Countries

Secretaries

Date

February

16-18,
2009

February
18-19,
2009

More Resources

About Us

Hillary Rodham Clinten

DEPARTMENT HISTORY

Administrative Timeline of the

Department of state
Buildings of the Department

People

phies of the Secretaries

of St

Princinal Officers and Chiefs
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Putting it All Together

Secretary Clinton's Email (Source: Wikileaks)

Christopher D. Salahub and R. Wayne Oldford: Interactive Filter and Display of Hillary Clinton's Emails: A Cautionary Tale of Metadata

Application Version 1.6 | Data Version 2.1 | May 3, 2018

Date Range:
04 Jan 2009 - 01 Feb 2013

This application provides the ability to interactively filter 32,795 emails sent
during Hillary Clinton's tenure as the United States Secretary of State and
display features of the selected subset. The data is extracted from HTML
representations of the official State Depariment release provided in a
Wikileaks data base

Context: Clinton's tenure as Secretary of State | 2012 Benghazi attack
Email Timelines: Sharyl Attkisson | The Washington Post | Wikipedia

Key Players: Hillary Clinton | Cheryl Mills | Huma Abedin | Sidney
Blumenthal | Jake Sullivan | Philippe Reines | Madeleine Albright
(‘'pathfinder’) | Tony Blair (‘aclb’) | Monica Hanley | Lauren Jiloty

Analysis
Peak Email
Email Gaps
Email Times

This service is not meant to provide stand-alone means of analyzing this
controversial data set. It is most powerful when used simultaneously with
both internet searches and the Wikileaks data base or official State
Department site. The latter two services provide indispensable context and

recision: two services which the primarily metadata-driven displavs cannot

Misread filter:

All v

DUse content-extracted dates and times
|:| Scale by selected

D Display foreign travel schedule
Clinton filter:

All emails -

Contains any of the FOIA codes:

B1 B2 B3 B4 B5 B6 B7 B8 B9
None

20 Highest TF-IDF Terms

fyi, tx, pager, pr, ticker, cheryl, pls, send,
commentari, gis, confidenti, discusa, thx,
fw, break, happi, jake, anytim, delet
itemappear

Inner Circle by Volume of Communication (04 Jan 2009 - 01 Feb 2013)
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https://shiny.math.uwaterloo.ca/sas/clinton/
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https://shiny.math.uwaterloo.ca/sas/clinton/

Date Range:
04 Jan 2009 - 01 Feb 2013

Misread filter:

All -
— Wikileaks data errors

D Use content-extracted dates and times

[[]Scale by selected ‘ Display settings
[] Display foreign travel schedule
Clinton filter:

All emails v < Clinton to/from

Contains any of the FOIA codes:

B1 B2 B3 B4 B5 B6 B7 Bg B9

MNone

< FOIA codes
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Number of Emails by Date

Email Received Times Extracted from Content

® Redacted ® Unedited
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Inner Circle by Volume of Communication (04 Jan 2009 - 01 Feb 2013)

uma abedin (humg@clintonemail.com)
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Lissa Muscatine Anne-Marie Slaughter
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20 Highest TF-IDF Terms

fyi, tx, pager, pr, ticker, cheryl, pls, send,
commentari, gis, confidenti, discusa, thx,
fw, break, happi, jake, anytim, delet,
itemappear

20 Highest Frequency Terms

secur, peopl, year, nation, countri, cbama,
support, offici, clinton, make, report, polit,
american, unit, foreign, hous, talk, minist,
public, day
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Date Range:

= Aconspicuous gap...

£ED

Number of Emails by Date

— Al Selected Emails
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Date Range

= Filter by time... - -

Number of Emails by Date

— All Selected Emails
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= But is this gap of six days (Nov. 3-9 2012) “significant?”

= In other words: would we expect such a gap to be present as the
result of random sampling?
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A Tale of Two Tests

= Parametric
= Estimate the probability of a day with no email

= Simulate independent random samples and note the largest gap

= Non-parametric
= Duplicate each email
= Remove gaps by shifting dates
= Sample half of these email dates and note the largest gap

= Meant to mimic the selection process
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A Tale of Two Tests

B Non—parametric
®  Parametric
e I e E CEEE TR TP ---- Observed

Longest Gap
3
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| | | | |
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Frequency
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Fij SHARYL ATTKISSON CBS NEWS |(]-’.'|‘r;|'}i'.f' 18, 2012, 12:40 PM |

POLITICS

EXCLUSIVE: CIA operators were denied
 Ur request for help during Benghazi attack,
= sources say
" Qo [ o ] e W DS

Ad closed by Google
Benghazi, Libya :

Sepfember 11 ‘ Stop seeing this ad

N

o “cvarty Faith or fellatio? British religi

/#%  FOX NEWS SOURCES: CIA IN BENGHAZI oS
lim_ DURING CONSULATE ATTACK DENIED HELP T ALERT

More from Fox News

Libya consulate: Was security added or
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taken away? YO | mATHEMATICS
o

Lt. Col. Andy Wood led a 16-member Specia
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Why the Gap?

= Event seems unlikely by chance...

= What is happening around the event?

Date Range:
22 Oct 2012 - 17 Nov 2012

14,248 15,635 — 15,661 JEENEY)
X

Inner Circle by Volume of Communication (22 Oct 2012 - 17 Nov 2012)

20 Highest TF-IDF Terms

birthday, fbi, cantor, pager, tx, petrasus,
Capreia st happi, oct, scandal, hama, casualt, resign,
- agent| sharia, |nla, awaf, ansar, investig,
fyl, mangoush

b
n chaern
Daniel Sc‘ weri %
Harold Hohgiu Koh |, Claire Goleman Caroline Adler

&
Anne-Mane Slaughter

amesprubin

20 Highest Frequency Terms

John Podesta Wendy Sherman

o B ooy Bumenal forc, thi, petraeus, israel, investig, secur,
. nation, cantor, polit, day, obama, report,
YA Prigpe Ranes sourc, al, mr, attack, inform, isra, year,

peopl

mil Not .gov
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= \We should be extra careful with such a polarized topic

= Perform a coarse Google search, maybe something
controversial is always going on?

= 10 month year combinations
= First page of results examined

= Verdict: many months had controversial headlines, none related to
the emails except for December 2012

GG g Ie "March 2009" news "State Department"
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= Data has inherent limitations

= Context and expertise are critical
= Statisticians as facilitators

= Assisting experts and interested individuals
= Look at the data for yourself:

= https://github.com/Salahub/Clinton-Emails
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https://github.com/Salahub/Clinton-Emails

Thanks for listening! Any questions?
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Who's Who: The Spiral Network Plot

Inner Circle by Volume of Communication (04 Jan 2009 - 01 Feb 2013)
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Clawe Coleman
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Photo: US State Dept.
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ity E‘w*(mw/

s *
Philippe Reines Robert Russo
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Richard Verma Sidney Blumenthal

.mil Not .gov Photo: Larry D. Moore
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Photo: The White House
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Inner Circle by Volume of Communication (04 Jan 2009 - 01 Feb 2013)
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Inner Circle by Volume of Communication (04 Jan 2009 - 01 Feb 2013)

(b)(1) (A) specifically
authorized under
criteria established by
an Executive order to
be kept secret in the
Interest of national
defense or foreign
policy and (B) are in
fact properly classified

to such Executive order
Source:https://vault.fbi.gov/explan

ation-of-exemptions

Misread filter:

All -
Clinton filter:
From Clinton -

Contains any of the FOIA codes:
B1
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