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Quantum Information Processing: Review / Synthese

Symmetrization methods for characterization
and benchmarking of quantum processes!

Joseph Emerson

Abstract: The detailed characterization of controlled quantum processes is a fundamental problem in experimental physics,
and is a crucial requirement for the development of robust quantum information processing. Standard approaches for
complete characterization of a quantum process require an number of experiments that grows exponentially with the
number of interacting subsystems. Hence these methods are infeasible for many situations of practical interest. This paper
reviews recent approaches to process estimation that overcome this problem by identifying subsets of the information that
is of practical interest, and then demonstrating how this partial information can be estimated through the application of

symmetrizing operations.

PACS Nos.: 03.67.Pp, 03.65.Yz, 03.65.wj

Résumé : La caractérisation détaillée des mécanismes quantiques contrdlés est un probleme fondamental en physique
expérimentale et une besoin crucial dans le développement de méthodes fiables de traitement de I’information quantique.
Les approches standard pour caractériser de facon compléte un mécanisme quantique requierent des expériences en
nombre croissant exponentiellement avec le nombre de sous-systeémes qui y jouent un role. Il en ressort que ces approches
sont essentiellement inutiles pour les cas d’intérét pratique. Nous passons ici en revue les approches qui surmontent ce
probléme, en estimant directement de 1’information partielle d’intérét pratique par le biais d’opérations de symétrisation.

[Traduit par la Rédaction]

1. Introduction

Precise, coherent control over the quantum dynamics of multi-
body systems, such as laser-cooled trapped ions, quantum dots,
nuclear spin systems, and superconducting circuits, is an active
area of research that holds the promise of new quantum tech-
nologies, and, in particular, quantum computation and quantum
communication. As is well known, the quantum features of these
systems are extremely sensitive to the noise and decoherence
effects due to the environment and any other control limitations.
Hence, a key experimental challenge is to characterize the qual-
ity of the implementation of an intended quantum process, and,
in particular, the properties of the decoherence affecting a given
experimental arrangement.

Methods for measuring the complete properties of a quantum
process, known as process tomography [1-3], require a num-
ber of experiments that grow exponentially with the number of
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interacting subsystems. This task is infeasible for the kinds of
systems that are required for the eventual practical application
of quantum computation, which would require hundreds or even
thousands of coherently coupled two-level systems (hereafter
referred to as quantum bits, or qubits). Indeed, it is impracti-
cal already for the few qubits that can be coherently controlled
in today’s laboratories [4, 5]. However, in many contexts (dis-
cussed below) there is only a small subset of parameters that
are of practical relevance. Hence, approaches to process charac-
terization that can avoid this exponential overhead and directly
estimate some or all of the relevant parameters are needed.

In this paper, [ review an approach to partial characterization
developed in refs. 6-8 that overcomes the exponential overhead
of process tomography by symmetrizing the given quantum pro-
cess with operations drawn from appropriate symmetry groups.
Each symmetry group isolates distinct features of the process
by averaging out all other details. The symmetrized process
is described by a greatly reduced number of independent pa-
rameters that may be estimated by sampling the process with a
standard input state followed by an appropriate measurement.
This review paper is based on previously published work [6-8].

2. Mathematical description of quantum
processes

In standard quantum mechanics an ideal transformation from
time #; to time #,, applied to input state p, is represented by a
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unitary operator U according to
p(t1) = p(t2) = Up()U”

However, in practice the actual quantum transformation may
be affected by noise due to imperfect control and unwanted in-
teractions with other quantum systems. Provided that the system
input state p(#1) is uncorrelated with any degrees of freedom of
the noise that affect the subsequent quantum transformation, the
most general transformation that can occur may be described
by the following operator-sum decomposition:

p(t2) = Alp(t) = Y Arp(t)A]
k

where the set {A} consists of arbitrary (bounded) linear oper-
ators subject to the probability-conservation constraint

Y AlAr=1
k

Letting D denote the Hilbert space dimension, it is always
possible to limit the sum to D? terms. Hence, it is immediately
clear that the most general transformation is parameterized by
O(D*) independent parameters. More precisely, it is easy to
show that the number of independent parameters is D* — D?.
In the case of n-coupled two-level systems (qubits), we have
D = 2", and hence the complete characterization of the process
A is governed by an number of independent parameters that
grows exponentially with the number of qubits.

There are three established methods for complete charac-
terization via process tomography: standard quantum process
tomography [1], ancilla-assisted process tomography [2], and
direct-characterization [3]. Each of these requires an exponen-
tial number of distinct experimental configurations (distinct
state preparations and (or) distinct measurements) in order to
estimate the O (2*") independent parameters.

As noted above, often there are only a few parameters char-
acterizing the process that are of practical interest. In the fol-
lowing, we consider two such contexts in detail followed by a
discussion of the appropriate symmetrization groups that isolate
these properties.

3. Fidelity estimation and bench-marking
of quantum control

A natural criterion for bench-marking the accuracy with which
an implemented quantum transformation A approaches the in-
tended transformation U, is the average process fidelity

Fave(A) E/dlt(tﬁ) (WIU; (A ) (W D)UY ey

where, without loss of generality, we may express A in terms
of the decomposition,

Ap) = EWPU) = Y AU(p)U; Af ?)
k

In this way, the map &, and the associated operators { A}, rep-
resent the pure noise that has accumulated over the course of

Can. J. Phys. Vol. 86, 2008

the implementation of U;. The measure du (i) denotes the
unitarily-invariant measure on the set of pure states (this is
sometimes called the Haar-measure). If the implementation is
perfect then A(p) = U pUtT and hence F,y = 1. Under in-
creasing decoherence Fyye decreases. Due to the invariance of
the measure under unitary operations, it is clear that the aver-
age fidelity depends only on the noise itself, suggesting a more
compact expression is possible. Indeed it has been shown that
Fyve can been expressed in the form [9-11]

> ITr(ApP + D
D>+ D

We note here that the average fidelity is also trivially related
to two other standard fidelity benchmarks: (i) the entanglement-
fidelity F¢, which has been proposed as means of characterizing
the fidelity of a quantum channel £ [12], and (ii) the gate-fidelity
Fg, which has been used to characterize the quality of quantum
memory [13] and the fidelity of an implementation of a target
unitary U; on a noisy quantum processing device [14, 15]. If
the average process fidelity is applied to characterize a quan-
tum channel or quantum memory then the target unitary is just
the identity map, i.e., Uy = 1, and hence A = £. Under this
conceptual connection it can be shown [6, 11, 14] that in spite
of the distinct mathematical definitions (and proposed methods
of measurement) the Haar-average fidelity and the previously
proposed gate-fidelity and entanglement-fidelity are related as
follows,

_DFy+1 DF.+1
Y7 D+1 T D+1

and hence all yield the same physical bench-marking informa-
tion.

Any of these fidelities can be calculated if the noisy quantum
process has been characterized experimentally. In the case of a
quantum channel or quantum memory where Uy = 1, the noise
process £ can be determined experimentally by any method
of process tomography. In the case of a nonidentity transfor-
mation then an additional step is required where one numeri-
cally factors out the inverse of the target map U{l - U from
the measured map A to determine the effective noise map £.
These procedures have been carried out, for example, for three
qubits in recent implementations of the identity map and quan-
tum Fourier transform using liquid-state nuclear magnetic res-
onance (NMR) techniques [13, 15]. However, as noted above,
these methods require O (2*") experiments and the conventional
manipulation of matrices of dimension 22" x 2%".

How can we overcome this exponential cost? Consider the
case where the target unitary is actually an identity map, U; = 1.
This situation is relevant in many contexts, for example, when
the noisy transformation consists of quantum communication
channel or of quantum memory. We first note that the average
fidelity is equivalent to

Fave(g) = (3)

“4)

Fae= [ av'Te[puew o opu 0] 5)
U(D)

where dU refers to the unitarily-invariant Haar-measure on the

unitary group and |0)(0] is a fixed pure input state. Then, fol-

lowing the protocol developed in refs. 16 and 6, we can estimate

© 2008 NRC Canada



Emerson

Fyye directly as follows: apply a unitary operator U randomly
drawn from the Haar-measure to the initial state |0), followed
by the quantum operation &, and then apply U to the output
state, followed by a measurement of the projector |0)(0]. Faye
can be estimated by repeating this procedure with U sampled
randomly from the Haar measure in each experiment, where
Fave 18 just the probability of obtaining outcome O in the fi-
nal measurement. Because we are only interested in a binary
outcome, for an arbitrary, but fixed, average fidelity, the Cher-
noff bound guarantees that the number of experiments required
to estimate Fjy. to a given precision § is independent of the
Hilbert-space dimension D.

However, there are is a problem: implementing an exactly
(or uniformly) random U requires an exponential number of
gates. Numerical and analytic evidence that there exist effi-
ciently constructable approximations to Haar-random unitary
operators was demonstrated in refs. 17 and 18. Furthermore,
it is shown in refs. 7 and 19 that there is a more structured
solution to this problem, using the techniques of refs. 20-22.
Specifically, the exponential cost can be overcome by noting
that averaging over the Clifford group yields the same average
fidelity as averaging over the Haar-measure,

1
|Cnl

Y UitEWipUihHU;

/ dU U+EUp)UHU =
U(D) Uiecn

where each U; is an element of the Clifford group C,, which
consists of the subgroup of the unitary group U (D) for which
the relation

U,'PJ'UZ-T = P

holds, for any P;, Py € P,, where P, is the set of all n-fold
tensor products of single qubit Pauli operators {1, X, Y, Z}. The
important point is that any element of the Clifford group can
be implemented with O(n?) gates. An approximate approach
to generating Clifford operations is developed in ref. 7, which
reduces this overhead to O (n log(1/€)), where € is a measure
of the accuracy of the average using this approximation. While
this approach yields an efficient protocol for estimating Fjyye,
there are three shortcomings:

(i) significant noise can occur under the O (n) gates required
for the fidelity estimation protocol and this noise will
typically lead to a significant over-estimation of the noise
associated with A,

(ii) there is no information about more detailed features of
the noise that can be obtained by this method, and

(iii) the protocol only works when the target transformation
is the identity operation.

For partial solutions of how to adapt these methods to char-
acterize nonidentity gates and factor out the noise from the
symmetrizing operations see refs. 8 and 23. In the next section,
we will consider a method for noise characterization that ad-
dresses how to extract additional information of interest about
the noise.
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4. Noise correlations and selection of
error-correction strategy

The physical realization of robust quantum computation has
been proven to be possible even in the presence of decoherence,
provided that the decoherence affecting the quantum computer
is sufficiently weak and also satisfies certain other desirable
properties. This is the result of the theory of quantum error cor-
rection codes [24, 25] and the celebrated fault-tolerant thresh-
old theorems [26—29]. These theorems demonstrate that certain
kinds of errors occurring over the course of a quantum compu-
tation can be corrected and, moreover, that this error-followed-
by-correction process can continue indefinitely, enabling arbi-
trarily complex quantum computations.

The problem is to determine if the noise affecting a given
prototype quantum processor satisfies the various assumptions
of these theorems. Two important properties of the noise in the
context of these theorems are multiqubit and temporal corre-
lations. Multiqubit noise correlations determine, for example,
the failure probability of specific error-correction codes, which
in turn affects the thresholds determined from various fault-
tolerance theorems. Furthermore, knowledge of the multiqubit
noise correlations is relevant to selecting optimal quantum er-
ror correction algorithms. The temporal correlations are associ-
ated with whether the decoherence is non-Markovian, basically
meaning that it has “memory”, and many useful threshold the-
orems are derived under the assumption that the decoherence
is memoryless.

In this section, I describe a randomization protocol first re-
ported in ref. 8 that enables direct determination of whether the
noise exhibits some multiqubit or memory correlations with-
out requiring the exponential overhead of quantum process to-
mography. The protocol requires only 2n single-qubit gates, a
constant circuit depth, and O (log(n)) experimental trials. This
protocol is of immediate practical relevance for the character-
ization of noise in prototype quantum information processing
systems, such as NMR, ion traps, superconducting circuits, and
fiber-optic quantum communication channels.

The protocol requires symmetrizing the channel A — A by
averaging over trials in which the channel is conjugated by the
elements of C; applied independently to each qubit. An average
over conjugations is known as a “twirl” [7, 20], and hence the
above is a Cl®" twirl. The effect of this averaging procedure is
expressed in the form

Ic®"|
E(p) > E(p) = oo Y > clfacipcialc (6)
1 i=l k

We can give some intuitive idea of how twirling leads to a
reduction of the number of independent parameters by consider-
ing the case of a noisy channel for a single qubit. To demonstrate
the main idea most directly, we consider a simple stochastic
noise model of the form

E(p) = polpl + pxXpX + pyYpY + p,ZpZ

which has three independent parameters (where po+ px +py +
p, = 1). Under conjugation, the Clifford operators map each
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nonidentity Pauli operator to another Pauli operator [30]. For ex-
ample, conjugation of the Pauli operators under the Hadamard
gate H, which is an element of the Clifford group, has the
following effect: HXHY = HXH = Z, HYH = —-Y, and
HZH = X. Hence, the H-conjugated noise model takes the
form

HEHpH)H = polpl + pyZpZ + pyYpY + p, XpX

More generally, there are 12 elements of the Clifford group for a
single qubit that divide into subsets, where the elements of each
subset map each nonidentity Pauli operator to one of the three
possible nonidentity Pauli operators with equal frequency. By
averaging over each possible conjugation (operationally defined
by the circuit given in Fig. 2), each of the possible Pauli errors
becomes equiprobable, and the noise model transforms to the
twirled form

£(p) > E(p) = pop + ( L) (XoX + YoY + ZpZ)

where p1 = px + py+ p;. As aresult, we only need to estimate
the probability of any one Pauli error in the twirled channel,
and from that we can estimate the total probability of all three
distinct single qubit Pauli errors in the untwirled channel.

Evaluation the full expression (6) requires expanding the
noise operators {Ax} in a basis of Pauli operators P; € P,
and then directly evaluating the action of the conjugation un-
der elements of C {@”. An important quantity is the weight w €
{0, ..., n} of a Pauli operator, which is the number of noniden-
tity factors in P;. Aside from making use of the commutation
relations amongst the Pauli operator as well as the orthogo-
nality relation Tr[P; P;] = D§;;, the key step is to observe
that conjugation via the full set of Clifford operators maps any
nonidentity Pauli operator of a given weight to any possible
nonidentity Pauli operator of that same weight with equal fre-
quency [22]. This “decorrelates" each Pauli operator in a given
weight class with the associated coefficient. Hence, separating
out terms according to their Pauli weight w, letting the index
vw € {1,..., (:lu)} count the number of distinct ways that w
nonidentity Pauli operators can be distributed over the n factor
spaces and the index iy, = {i1, ..., iy} withi; € {1, 2, 3} de-
note which of the nonidentity Pauli operators occupies the jth
occupied site, we obtain

n (w)

EP =" ruw, Z Py vy oy 0 Pus vy )
w=0v,=1

where ry,,, = (1/3%) Ziw Q. v, i, (for complete details of

this derivation see ref. 8). If the symmetrized channel is probed
by the initial state |0) = |0)®", followed by a projective mea-
surement of the output state in the basis |/), this yields an n-bit
string [ € {0, 1}". Let ¢, denote the probability that a random
subset of w’ bits of the binary string / has even parity. Noting

that ¢,y = (Z®%') = 2qw 1, where Z®' is the average of
all Pauli operators with w factors of Z and n — w’ identity fac-
tors, we obtain p,, = ), Qw w Cw’ where the matrix

is a matrix of combinatorial factors given in ref. 8), and the pw
are probabilities of interest, i.e., the probabilities of w simul-
taneous qubit errors occurring over the course of the quantum
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process. If in each single shot experiment the Clifford operators
are chosen uniformly at random then with K = O(log(2n)/ 8%)
experiments we can estimate each of the coefficients ¢, to pre-
cision § with constant probability.

We can apply these measured quantities to determine the per-
formance of a broad class of quantum-error-correcting codes
(QECC:s) and the applicability of certain assumptions underly-
ing FT thresholds. In general, QECCs protect quantum infor-
mation only against certain types of noise. A distance-(2¢ + 1)
code refers to codes that correct all errors simultaneously affect-
ing up to ¢ qubits. Hence, the distance of a QECC determines
which terms in the noise will be corrected and which will re-
main uncorrected. The latter contribute to the overall failure
probability. The p,, enable a direct estimate of the failure prob-
ability (and hence the performance of a given quantum error
correcting code) without making any assumptions about the
absence of correlations in the noise. This test is efficient for
correlations up to a fixed scale b (where b is the number of a
qubits in the multibody correlation), in which case n” measure-
ments are required. The ¢,, can be applied directly to test some
of the assumptions that yield rigorous estimates of the fault-
tolerance threshold [31]. In particular, a noisy channel with an
uncorrelated distribution of error locations, but with arbitrary
correlations in the error type at each location, is mapped under
the symmetrization to a channel, which is a tensor product of
n single-qubit depolarizing channels. A channel satisfying this
property will exhibit the scaling ¢,, = c}’. Hence, observed
deviations from this scaling imply a violation of the above as-
sumption. However, there are correlated error models that also
give rise to this scaling and hence experimental verification of it
does not imply the absence of any correlations in the untwirled
noise. Furthermore, the question of whether the noise exhibits
non-Markovian properties can be tested efficiently by repeating
the above scheme for distinct time-intervals mt with increasing
m. If over the time-scale 7 the noise can be described by a mas-
ter equation in Lindblad form [32], then it satisfies the Marko-
vian semigroup property Az o Az = Aaq, as will the twirled
map A; o A; = Ay,. Consequently, the measured noise coef-
ficients ¢, (mt) for the time scale mt will satisfy the scaling
cyw(mt) = ¢y (T)™. Hence, any observed deviations from this
scaling imply non-Markovian effects in the untwirled noise.
However, it should be stressed that experimental verification
of this scaling does not guarantee that the untwirled noise is
Markovian.

5. Related work

Recently, related methods have been proposed to characterize
other features of the decoherence using symmetrization meth-
ods. In ref. 33, independent twirling of individual qubits is ap-
plied to estimate features of the effective Hamiltonian govern-
ing the decoherence. In ref. 23, the asymptotic properties of
noise affecting a single qubit is estimated by considering long
Pauli-randomized sequences of random Clifford gates. Further-
more, in a paper being prepared”, independent Pauli-twirling

2M. Silva, E. Magesan, D. Kribs, and J. Emerson. Manuscript in prepa-
ration.
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of individual qubits is shown to enable a scalable experimental
protocol for the identification of whether there exists some en-
coding structures, such as noiseless subsystems, that allow for
approximately or exactly protected storage of quantum infor-
mation under the given decoherence process.
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